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keerio Control — 310 nporpavMmsdl MesceTeroil apad, paapaboranniedl komnanseli Kerio
Technologies, OcHoBHEMH  GyuEKIEME  TPOIPAMME]  SEARIOTCH: OPrUHEEIHA  GSI0IACHOTD
NOTEIORATENRCKOTO AocTyna B MaTepher, nanewnay cetesan tamnra JIBC, sxonosius pahHEa B
paboueto BpeMeln COTPYAMHKOB 3 Cq8T OFPanMHCHEN HENEASRoro JAOCTYNA K PAiHHEM
EATCrOPHANM BEO-Kowren .

Creodie HIOCTH NPOrPaMMEE:

- Muorosserusi narepdeiic

- Bossmownocts paliorst ¢ neckombknvs ceTeniinis uaTepficiicamMi, B ToM yHcne
GAHORPCMEHRO © HECKOMRKHME By Tpednnmi (LAN) # sueummmir ( WAN) uarepdelicany,
HHCTPYMEH TR BANAHCHPORKH HArPYIKH

= [Noawas nogaeprxa IPve

- Peanniaums coberacnnodf Texnonorun VPN, TV HHEAHPOBAHHE Heckoaskux JTBC.

I'mbxan mactpoiika npasun tpadwxa

- P'uixne mucTpysents no ducktpanus obpunenii no nporokenas HTTP, HTTPS, FTP

- Havnasenne paximnbix NpaB NOCTYNR OTICILULIM TOIB30BATENSM, HCNOILIOBIIHE Chyah
KATANOroR, & 7.4 Active Direciory B kauecTre HeTouHRKS Ba3bl TAHNEDN MOALIOBaTE el

— Pesepsupopanme nonocst nponyekanis kanana
bnoxmposka caliTos B 3aBHCHMOCTH OT KETETOPHE
Pacumdiposka sxogsmere HTTPS
llpokcu-ceppep ¢ nacTpan BASMEIM K3iLeM
Cepaep DHCP
Kmnent nusamuueckoro DNS
CHop cramuernkn u of oTolpakente & BHIC Y PULTOR, JTHAT MM

Henonssvemeie TepMBiE 0 CoKpaiienss

HT/L - nopMarnsio-TexniHeckns oKy Men Tamms;

PK - Pecnybnueka Kasaxeran;

T3 — HacToAMIe: TEXHHYSCKOE TANaHNe;

[nomanka - yeacrok s npesenax rpaumg TOO «Corpunckan TOLlw, wenomkayenmnid
Hoapratmkom jns BpnoaHenus pabor.

TOO «Corpuneran T s (Saxasumi) - TopapruiecTso ¢ orpannyennol OTRETCTREHHOCTEI
Corpuickas vennoaiekTponenTpaiL;

Moppraumk — opraumsagms, obmzanmeces no AOTOBOPY, BWTOMMKTE NEPCIHCISHHYD B
OAHHOM TEXHHYSCKOM J918HHH paloTy.

LAN (Local Area Network) —nokaisHan BMHCAHTCIRHAT CETh NOKPREAIOMAR OOLMHED
OTHOCHTEARHO HeDOIRIIYIO TEPPRTOPHIO MR HeGO LIy o TPYIIY 3anHil,

WAN (Wide Area Network) — rnofaisnas spyMciHie sHas CETh, OXBATRLIBAIOLIAS GOTLMNE
LEPPUTOPHH B BETIONAONY (O06II0e MHCA0 YUI0E, BOIMOMHO HAXONALIHECH B PAZEHYHEIY
FOPOIAN H CTPAHAX,

Active Directory — caysbs xataioros kopnopause Microsofi ans onepanmonnes cherem
cemeiicTea Windows Server, prmoumiomancs poaMosHocTH HHTEIPALEN C APYTHME Gy mGamn
ARTOPHIAILHH, BEITONHAR /LIS HHX HHTECPUPYIOWYIO0 B 00BEIHHIIONNIO POTTh,

VPN (Virtual Private Network senprvatsnas uacraas cethy) — obobilHHoe HazBaHHE
TCRHOGIONIH,  NOSBONSMIOWHR  CGOECHEYNTE  OHO WM HECKOWIRKD CCTEBRIX  COCHHeHHH
(JIOCHYCCKY 0 CeTiL) TIOBEPX ApyToii coTh (HanpaMep Hnrepaer),
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IPv6 (Internet Protocol version 6) — noras nepcHs HRTEpHeT-npoToReas (LF), npuzeannas
pemmnTh  NpOGAeMEl, ¢ KOTOPBIMH  CTOUKHYEICH  NPEALIIYIIAS  BEPCHA {IPv4) npe et
nenoikzosasns B Hureprere, 3a c4BT LEN0TO PAIA TPHHITHITHANGHEX HIMEHEHHA,

HTTP (HyperText Transfer Protocel - «nporoxon —nepenasn runeprexcras) —
MPOTOK IPHEJAIHONO YPOBHA NEPENaun JaHHMX HIHANANLHO — B BHAC THIEEPTERCTOBRIX
nokymertor B opmare «HTML», 8 AocTommmd MOMEHT HCOOIBIVETCHE JUIR  NEPEIAtH
NPOHIROIBHBI JAHHEIX.

HTTPS (HyperText Transfer Protocol Secure) — pacmmpeHue NPOTOROIA HTTP ana
notepakn  umaposaday B NenAX  moBsnmendn Oesongenoerd. Jlausde R
npororore HTTPS nepejmores noseps kprinmor padiecKax TpoTakann TLS wan veTapepiiers
B 2015 romy SSL. B ommweme or HTTFe TCP-noprom 80, mna HTTPS no  ymonsanmo
nenoakiverca TCP-nopr 443,

FTP (File Transfer Protocol) - nporokon nepemayin Gaiaon no coTd, ARIRETCL OJIHEM H3
CcTApeHiniy, MPHEIAIHEN  [POTOKUACE, WHPOKO HCHOABSYeTes UM pacnipoctpasenia [10 u
JOCTYTE K Y IANEHHBIM XOCTEM.

DHCP (Dynamic  Host  Configuration  Protecol) —  mpoTokon  annaMutiecxod
HACTPOHKH ¥ATa, CCTCBOR  TPOTOKODN, NOSBOMRIONNR CeTeBRM  YOTPORCTEIM ABTOMATHYCCRA
nouryuzrs [P-azpec n apyrwe napamerpsl, mseobxogmusie i paGorw v cern TCPAP. Nammsi
HpoToKen  paboTact nHo  MOISTH  ARANCHT-CEpBeps:. s agroMarHueckoll  Kondurypammn
KOMITBEOTCp-KAMEHT 1 JTane KonfmrypalHi ceTemoro yerpolicTea ofpawperes & Tax
HakEaesomy cepsepy DHCP n noaydaeT oT HEMO HYWHBIE DapaMeTphl.

DNS {Domain Name System «chcresta IOMCHAbN HMEH? | - KOMIBIOTEPHAA PACTIPENetiias
cHETEME A1 noay4enns gudopyanun o gomenax. Hatme peero HenoibayeTca Ind noayHeHne =
AAPECA IO HMEHH X0CTA (KOMIRIOTEPE  Mau  yerpoficraa),  nonyscHus  MHQOpMauus 0O
MEAPUIPY THEILHE TOMTE WAIH OGCIYRKHBAIOMMY YK JUIR (IPOTOKONIOB B A0MEHE.

3 Ocuopanns 18 Bemoaacans pador. Heaw

[le/mio BEnOAHCHRE YEmyTH apngeren npousenne nommckn Kerio Control+ Kerio Web Filter.
[IpenocTanienye yeuyrs & nepuog c 14.08.2020r. no 14.08.2021 r.

Ne Mepescnh XapaKTEPUCTHE KoangecTso
n/n i
| | TMoanwexa Kerio Control I
2 | Kerio Web Filter | 1 (H} users

—Brmmoumscyee  obwonnenna M gopaboTel KOHQGHTYPAIEA NOMEHE  COOTBETCTRORATH
'FI’H:EDH-.I]HHHM EOMITAnHA

~llogpamuuky  HeT  HEOBXOAMMOCTH  COTACOBAMMA  BMNOAHACMBIN  pafoT ¢
FOCY AAPCTREHHLIME OPranamMy.
1.1 Bee oGopy I0BAHHE H MATCPHIUIEL 1 TOM “HEIE CONYTCTRYIOULHE, KOTOPRIE HEODXO UM
IR YCICHIHOR peaiiiaiiy TPoeKTa, NpPeosTasibeTt logpamuns,
1.2 NapanTau.
Venyla gomina OblTh OKA3EHD B YKOGOHHMLIE CPOKM B KOIHUECTBE, HEOOXOAHMEM
Jakazun oM.

1.3 Bakamuk MomeT NPeIusBIsT, NOBLIISHANE TREDOBAHNA K KauecTRy M DesonscHocTa
BhITOENNEMLIX padoT [0 CPABICHHIO C YCTOHORICHH LMY JAKOTIOMATEIECTROM,
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5 Tpebopanna K dakaiunky
1.4 Cornacosanie ROMPOCOB, BOTHHEAKIIN M0 XOMY BRIOMHEHHN paboT.

1.5 Tlposeacnse  ONEPATHBHOID KOHTPMIA Ka¥ECTBA BLITONHCHHBIX PadoT, KOHTPOIL
COOTBETCTENS BEINOIHAEMOTO 3014HHA TPCOORAHHAM.

6 CpoK BRI IHEHNE ||11Eu'1
Cpok sunoasenns pabor ¢ 14.08 2020 y. so 14.08.2001 1.

T Tpedosannn & [Mogpaaanky
T.1 Odmue Tpedorannn
Moppamame:

7.1.1 CaMOCTORTENLHO BMOMPACT METOAR H Cpelcisa pador, OCYIICCTRANCT DOAIDTOBKY
pabousro MecTa K mponssoacTey palor, OprainioBLBacT padoTsl, MIPEICTSCT HCTIONHHTENSH,
ofeccneunpaeT HeI0NACHLIE YCAOBRA TPYa choero nepeonana e [liomaake & COOTRETCTRHA ¢
TpehoparaMe CueTeset pryvipenyeil nopsaTienoi nogysentaunn TOO «Corpanckas T30 no
BL0ONACHOCTH, OXPaHe TPYIa 0 OXpaie oxpyMaiomel Cpeibl

7.1.2 OfecneunRacT KAYECTRO BRIONHCHHBIY pafoT cormacuo TpedOoBaHMAM JaKazqmka,
CHull  npyrof sopmarnaHo-Texuryeckol noxysertammn PK,

7.1.3 B npeuecce BMIMIHCHHA PaDOT MPCACTARINCT:

~Henonamrensime JoRyMEHTR, NOATEEMETIAIONHE KAMCCTRO M ODheMEl BbOIHAEMLIX

7.1.4 CornacopuiBaer ¢ 3aKa39MKOM B [MHCLMEHHOM WK IEKTPOHHOM BHIE BCe
orisoHennd o1 T3, BITHHKLIAE B XOXE BHIOIHEHHA pator

7.1.5 TlpenocTannfeT KOUHH PAIpPeIiHTEIBABY JOKYMEHTOR (IMIENIHH, CepPTHOUKATH W
T.M. },

7.2 TpeGorannn no GeronacHosTy, OXPAHE TPYIA B OKPYRAI0MER cpeiihi
7.2.1 YposeHb OHACHOCTH BRIMOTHASHMEIX padoT: HHIKHIAL

8 Tpebopanna K npuemke pador

B0 Hpsiemka sakondednuy pabor OCYMISCTHNMETCR © LEikK0 MPOBEPKH HX KauecTRI.
FagaIuk  MPOBOOHT ONEPATHEHLIEE KOHTPOAL KA9CCTHA  HHOOAHCHHBIX paboT, mpoBepacT
COBOEENHE AMCIMTLIMIEL (€0 PAGOTH MPOBO/ETCH HA TEPPHTOPHE IAKATTHIA).

8.2 OxongarelsHas NPHEMEL H OLCHKE KMeCTEd OpoBeicHHbIX paloT 0CylIecTBARCTCH
ELAMHH H':'l'P.':I'I'UPUM CHETEM L
9  Paccnlaka
1. Oparasan macronmero 13 xpasyren g OLP u KC.

2. ONP w KC kommo sactosmers 13 pasmemaer s dopmare pdl Ha cepeepe npeanpaiaTad K

KOTOPOMY OVeT NPeNoCTARACH JOCTY KPYTY JHL, Heohxo Moy i taisHeiiel paboTh
£ JAHHLIM JOKYMEHTOM,
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