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1 Ceeaennn o6 odbexTe

Kerio Control — 310 nporpamMmHBii MexceTeBoil skpas, paspaboranneii komnauueii Kerio
Technologies. OcuopupiMH (QYHKUHAMH [POrpamMMbl SBISIOTCA: OpraHH3allMs  0e30MacHOro
MoAB30BATENBLCKOrO AocTyna B MuTepHeT, nagexnan ceresas samuta JIBC, skoHomus tpaduka u
paboyero BpeMEHH COTPYAHHKOB 32 CHET OrpaHMuYEHHS HEleeBOr0 JOCTYNA K Pa3iH4HbIM
KATEropHaM BeG-KOHTeHTa.

OcoleHHOCTH NpOrpaMMbl:

- Mruorosseaabil nuaTepdeiic

- Bo3moxkHOCTE paGoTeI ¢ HECKONEKHMH CeTeRLIMH HuTepdelicamu, B TOM uHcne
OJHOBPEMCHHO ¢ HECKONBKHMH BHYTpeHHHUMH (LAN) u BHemnuMu (WAN) unrepheiicamu,
HHCTPYMEHTEI OallaHCHPOBKH HAIPY3KH

- [lonuas noggepxka [Pvo
Peanuzaumns cobereenHol Texnonoruy VPN, TYHHETHpoBaHue Heckombkuy JIBC.

[NuGkas mactpoiika npasun tpaduka

I'nbxue uucTpyMenTsl o GpuasTpauns obpamennii no nporokonam HTTP, HTTPS, FTP
Hasuauenne pasnHuHbIX npaB I0CTYNA OTACTBHBIM OIB30BATENSM, Henob3oBanne Ciryko
KaTaIOTOR, B T.4. Active Directory B kavecTBe HCTOUHHKA a3kl JAHHBIX MONLI0RATENEH

- PeseperpoBanne nonocs nponycKaHuA KaHaia

- bnokHpoEKa caHTOB B 3aBHCHMOCTH OT KATErOPHH

- Pacumdposka sxonsiero HTTPS

- Ilpokcu-cepsep ¢ HACTPAHBAEMBIM KIIIIEM

~ Cepeep DHCP

- Knuent qunamuueckoro DNS

~ COop craTucTiky 1 eé oToOpakeHHe B BHJIE KyPHAIOB, JHATPAMM

HenonbsyeMele TepMuHBL H cokpanienus

HTJ{ — nopmaTHBHO-TeXHHYECKAS TOKYMEHTAIIHS,

PK — PecnyGnuka Kazaxcrau;

T3 — nacrosuiee TexHHYECKOE 3a1aHHE,

[nomanka - yuacrok B npepenax rpamnn, TOO «Corpunckas TILI, HCHONL3Y MBI
[oapaaumkoM 1718 BRINOTHEHHS pabor.

TOO «Corpunckan Ty (3akazunk) - ToBapUIIECTBO ¢ OrPAHHYEHHOH OTBETCTBEHHOCTHIO
CorpuHCKas TEII0IEKTPOLEHTPAIB;

Moapsiaunk — oprauuzanus, obsi3aBuieecs MO JOroBOPY, BEITOIHHTE NEPeYHCICHHYIO B
JIAHHOM TEXHHYECKOM 3aJlaHHi padory.

LAN (Local Area Network) —nokaibHas BhIMHCIMTENbHAS CETh HNOKPBIBAIOMIAA 00LIYHO
OTHOCHTE/ILHO HeOOBLIYIO TEPPHTOPHIO HIH HeGOMBIIYIO TPYIIY 3AaHHIA.

WAN (Wide Area Network) — riofansuas BeMHCIHTEILHAA CETh, OXBATHLIBAIOMWAN GONBITHE
TEPPUTOPHH H BKNOYAIOWAS OOJNLIIOE YHCIO Y3I0B, BOIMONKHO HAXONAIIHECH B PA3IHYHBIX
rOpoJIax | CTpaHax.

Active Directory — ciymOui katanoros kopropamun Microsoft is omnepatHoHHEIX cHeTem
cemeiicrea Windows Server, BKMIOYAIOIASCS BO3MOKHOCTH HHTErPALHH ¢ APYTHMH CymOaMu
ABTOPH3ALIMH, BBINOJIHAS /18 HHX HHTErPHPYIOLIYIO H 00LeTHHAIONIYIO POlb.

VPN (Virtual Private Network «supryanbhas uacTHas cetb») — 0G00MEHHOE Ha3BaHMe
TEXHOJIOTHH, MO3BOJSIOMMX  00ECHIeUMTs OJIHO WM  HECKONBKO CeTEeBBIX  COCAHHCHH
(JIOTHYECKYIO CeTh) noBepx Apyroil ceth (Hanpumep Mutepner).
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IPv6 (Internet Protocol version 6) — nosas Bepcus HuTepHeT-nporokona (IP), npussannas
PEUIHTh MPOONEMEl, € KOTOPBIMH CTOJKHYIACK npeneinymwas  sepeua (IPv4) nopu  eé
HCIIONB30BaHMH B MHTepHeTe, 32 CHET 1e10ro psla MPHHLHITHATEHEIX H3MEHEHHH,

HTTP (HyperText Transfer Protocol - GHPOTOKON  NEpeiadyu THIIePTeKeTan) —
TMPOTOKO NPHKIANHOTO YPOBHA NMepeadil JaHHBIX H3HAYATBHO — B BHMAC THIEPTEKCTOBEIX
nokymentos B Qopmare «HTML», B macrosmmii MOMeHT HCIONB3YETCs [UIA  Nepeiadn
HPOH3BOIBHBIX JIAHHBIX,

HTTPS (HyperText Transfer Protocol Secure) — paciiuperre npotokosa HTTP ms
HOMVIEPKKH  WH(DPOBAHMA B HeNAX  NOBBIMIEHMA  Oe3onacHocTH.  JlamHbie B
nporokosie HTTPS nepepatores nosepx kpunrorpaduueckux nporokonos TLS wm yCTapeslIero
B 2015 rony SSL. B oramuue or HITPc TCP-noprom 80, ans HTTPS no ymomyanmuio
uenonssyeres TCP-nopr 443,

FTP (File Transfer Protocol) — nporokon nepesaun (haiion no cetH, ABNSETCH OJHUM H3
CTAPCHIINX TPHKIAIHBIX [IPOTOKONOB, LIMPOKO MCTONB3YeTes [Uls pacnpoctpadenus [10 u
OOCTYIA K ¥IANEHHBIM XOCTAM,

DHCP (Dynamic  Host  Configuration Protocol) —  npotokon  nuHAMMuecKoii
HACTPOHKH ¥371a, CETEBOH MPOTOKON, [O3BOJAIONMI CETEBEIM YCTPOHCTBAM aBTOMATHYECKH
nonyyats IP-agpec u apyrue napamerpsl, HeoGXomumbie mis paboter 8 cetu TCP/IP. Jlanusii
npotokon paboTtaer no Mojenm «xnuent-cepsepy. Jlis  asromarHyeckodl  KoH(urypamun
KOMTBIOTEP-KIMEHT Ha odrane KoHOHIypaumu cetesoro yerpoicrsa obpalaercs K Tak
HaskiBaeMoMy cepeepy DHCP u nonyuwaer or vero nyusie napaMerpsl.

DNS (Domain Name System «cucrema ToMeHHBIX HMERY) —KOMIIBIOTEpHAA pacnpenenéunas
CHCTEMA JULA OYHeHHs HHpopMaLny o joMenax. Yaie Beero uenoneayerest s noayuenus IP-
Alpeca no  MMCHHM XOCTa (KOMIBIOTEpAa MM yeTpoiicTsa), nojiyuyeHus HHPOPMALHH  ©
MapuipyTH3alHH MOYThl H/HIH 00CIyKHBAIOIINX Y3/1ax JUIs [IPOTOKOINIOR B JOMEHE,

3 Ocxosanun 11 BeImoaHenus pador. Lenn

Henbio BRONHERHA yenyru aBiseTes npojyienne noanueky Kerio Control+Kerio Web Filter.
[Ipenocrasnenne yeayru B nepuon ¢ 14.08.2020r. no 14.08.2021 r.

| Ne epetens xapakTepucTuk Kommueerno
n/n
| | Ilognueka Kerio Control _ 05 nonw3opareneit
2 | Kerio Web Filter |

—Brmonusemeie ofnosnenns u nopaborku KOH(HIypalMK JOKHBI COOTBETCTBOBATE
TpeOOBAHHAM KOMITAHHH

—llogpanuuky Her  mneoOXONHMOCTH  corracoBamms BEIMONHAEMBIX ~ pabor
roCy1apeTBEHHBIMH OPraHaMH.
1.1 Bee oGopynosanne u MAaTCpHAIBI, B TOM YHCIE COMYTCTBYIONME, KOTOPBIE HEOOX0IHMEI
Al YCTICUTHOH PealH3aLHH MPOEKTa, MPeNoCcTapIsieT [Moppanuuk.
1.2 I'apantun.
Yenyra pomxna OwITE OkaszaHa B YKa3aHHbIE CPOKH B KOJNHYECTBE, HEOOXOIHMBIM
3aKazyuuKoM.

1.3 3aKa3unk MoKeT MpeALABIATE NOBBILIEHHBIE TpeDOBaHHA K Ka4ecTBY H GE30MacHOCTH
BEINOJIHACM RIX paﬁﬂr IO CPABHEHHID C YCTAHOBINEHHEIMH 3aK0OHOJATENECTEOM,
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5 Tpeboranua k Jakazunky
1.4 Cornacosanie BONpPOCOB, BO3HHKAIOUIMX 110 XO/Y BBINOAHEHHA paloT.

1.5 llpoBesente oneparHBHONO KOHTPOJA KAavecTBa BBIMOJHEHHBIX paboT, KOHTPOIb
COOTBETCTBHA BBINOJIHAEMOrO 3a/aHus TpeboBaHHAM.

6 Cpoxk peinoanenusn pador
Cpok Beimosnnenus pador ¢ 14.08.2021 r. go 14.08.2022 r,

7 Tpebopanun k lloapsauuky

7.1 Obmue rpedbosanns
Moapagunk:

7.1.1 Camocrosrensno BeidupaeT MeToabl M cpeactea paboT, OCYLIECTBISET MMOANOTOBKY
pabouero Mecta K NMPOH3BOACTBY paboT, OpraHu3oBbIBacT paboTel, ONpeaendeT HCIOMHHTENEH,
obecneunsaer Oe3onacHule YCIOBHS TPYJa cRoero nepconana xHa [lnomanke B COOTBETCTBHH ¢
TpeboranusMu CHeTeMel BHYTpeHHell HopMaTueHoil gokymentauuu TOO «Corpunckas TOL» no
De30MacHOCTH, OXpaHe TPYAA H OXPAHE OKPYIKAOIIEH cpebl.

7.1.2 OGecrieunsaer KauyecTBO BBINOIHEHHHIX paGor cormacHo TpeboBanusmM 3axazumka,
CHB#IT 1 npyroii nopMarBHoO-TexHH4ecKoi qokyMenTainu PK.

7.1.3 B npouecce sbinonHeHus paboT npejcrasiser:

~Henonnurensueie JOKYMCHTBI, [OATBEPHKIAIONINE KAYECTBO M OOBEMBI BbIIOIHAEMBIX
pabort;

7.1.4 CornacosbiBaer ¢ 3aKa3uMkoM B MHCHMCHHOM MIH IEKTPOHHOM BHIE BCe
OTKNOHEHHS 0T T3, BO3HHKIIKE B X0JIe BbiloIHeHHS paboT

7.1.5 TlpemocTaBiser KONMH Pa3spElIMTEILHLIX JOKYMEHTOB (JIHUEH3HH, CepTHOHKATE M
T.0.).

7.2 Tpebosanus no GesonacHoOCTH, OXpaHe TPyaa H OKpYIKalowWeil cpesl
7.2.1 YpoBeHb 0NacHOCTH BRITOMHAEMEBIX pafoT: HU3KUIl.

8 Tpebopanus k npuemie pador

8.1 [lpuemka 3akonuennbiX paboT OCYMIECTBANETCS C UENBIO NPOBEPKH HX KA4eCTBA.
3aKa3dHK MPOBOJMT OMEPATHBHEI KOHTPOIL KA4ecTBa BHIMOJHEHHBIX paboT, NpoBepseT
CODMIOCHHE JUCUMILIMHEL (eciiu paboThl MPOBOAATCS HA TEPPHTOPHH 3aKaldnKa).

8.2 OxonvarenbHas NpHEMKA H OLCHKA KAvecTBA NPOBEAEHHLIX paboT OCYIIECTBIAETCS
AIMHHHCTPATOPOM CHCTEMBI.

9 Paccblaka
Opurunan nacrosimero T3 xpanutes 8 OIP u KC.

2. OIIP u KC xonuo nactosmero T3 pasmemaer B dopmare .pdf Ha cepbepe npeanpusTas K

KOTOpOMY OyeT 1pe0CTaBlIeH IOCTYN KPYTY JIHIL, HeoOXOMMMOMY JUIS JanbHeiimei paboTsl
C JIdHHBIM JOKYMEHTOM.
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